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1

1

I ntroduction

There is a need for standard nechanisns to allow Wb applications to
access the configuration data, state data, data-nopdel-specific Renote
Procedure Call (RPC) operations, and event notifications within a

net wor ki ng device, in a nodular and extensible manner.

Thi s docunent defines a protocol based on HTTP [ RFC7230] call ed
"RESTCONF", for configuring data defined in YANG version 1 [ RFC6020]
or YANG version 1.1 [RFC7950], using the datastore concepts defined
in the Network Configuration Protocol (NETCONF) [RFC6241].

NETCONF defines configuration datastores and a set of Create, Read,
Update, Delete (CRUD) operations that can be used to access these
datastores. NETCONF al so defines a protocol for invoking these
operations. The YANG | anguage defines the syntax and semantics of
dat astore content, configuration, state data, RPC operations, and
event notifications.

RESTCONF uses HTTP met hods to provi de CRUD operations on a conceptual
dat astore contai ni ng YANG defi ned data, which is conpatible with a
server that inplenents NETCONF dat astores.

I f a RESTCONF server is co-located with a NETCONF server, then there
are protocol interactions with the NETCONF protocol; these
interactions are described in Section 1.4. The RESTCONF server NAY
provi de access to specific datastores using operation resources, as
described in Section 3.6. The RESTCONF protocol does not specify any
mandat ory operation resources. The semantics of each operation
resource determine if and how datastores are accessed.

Configuration data and state data are exposed as resources that can
be retrieved with the GET nmethod. Resources representing
configuration data can be nodified with the DELETE, PATCH, POST, and
PUT nethods. Data is encoded with either XML [ WBC. REC- xm - 20081126]
or JSON [ RFC7159].

Dat a- nodel - speci fic RPC operations defined with the YANG "rpc" or
"action" statenents can be invoked with the POST net hod. Data-nodel -
specific event notifications defined with the YANG "notification"
statement can be accessed.

1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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1.1.1. NETCONF
The following terns are defined in [ RFC6241]:
0 candidate configuration datastore
o configuration data
o datastore
o configuration datastore
0 running configuration datastore
0o startup configuration datastore
0 state data
0 user
1.1.2. HITP
The following ternms are defined in [ RFC3986]:
o fragnent
0 path
0 query
The following terns are defined in [ RFC7230]:
0 header field
0 nessage- body
0 request-line
0 request URI

o0 status-line
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The following terns are defined in [ RFC7231]:

(o]

(o]

(o]

net hod
request

resource

The following termis defined in [ RFC7232]:

(o]

1.1.3.

The following terns are defined in [ RFC7950]:

(0]

(o]

(o]

(o]

1.1. 4.

entity-tag

YANG

action
cont ai ner
data node
key | eaf

| eaf

| eaf -1i st
list

mandat ory node

or der ed- by user
presence cont ai ner
RPC operati on

top-1 evel data node

NETCONF Noti fications

The following termis defined in [ RFC5277]:

(o]

notification replay
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1.1

Terns

The following terns are used within this docunent:

(o]

APl resource: the resource that nodels the RESTCONF root resource
and the sub-resources to access YANG defined content. It is
defined with the YANG data tenpl ate naned "yang-api" in the
"ietf-restconf" nodul e.

client: a RESTCONF client.

data resource: a resource that nodels a YANG data node. It is
defined with YANG data definition statenents.

datastore resource: the resource that nodels a programmatic

i nterface using NETCONF dat astore concepts. By default, RESTCONF
met hods access a unified view of the underlying datastore

i npl enentation on the server. It is defined as a sub-resource

wi thin the APl resource

edit operation: a RESTCONF operation on a data resource using

ei ther a POST, PUT, PATCH, or DELETE method. This is not the sane
as the NETCONF edit operation (i.e., one of the values for the
"nc:operation" attribute: "create", "replace", "nerge", "delete"
or "renove").

event streamresource: a resource that represents an SSE
(Server-Sent Events) event stream The content consists of text
using the nedia type "text/event-streant', as defined by the SSE
speci fication [ WBC. REC- event sour ce-20150203]. Event stream
contents are described in Section 3.8.

medi a type: HTTP uses Internet nedia types [ RFC2046] in the
"Cont ent - Type" and "Accept" header fields in order to provide open
and extensible data typing and type negoti ati on.

NETCONF client: a client that inplenments the NETCONF prot ocol
Called "client" in [ RFC6241].

NETCONF server: a server that inplements the NETCONF protocol
Called "server” in [ RFC6241].

operation: the conceptual RESTCONF operation for a nessage,
derived fromthe HTTP net hod, request URI, header fields, and
nmessage- body.

Bi erman, et al. St andards Track [ Page 8]
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0 operation resource: a resource that nodels a data-nodel -specific
operation that is in turn defined with a YANG "rpc" or "action"
statement. It is invoked with the POST net hod.

o patch: a PATCH nmethod on the target datastore or data resource.
The nmedi a type of the nessage-body content will identify the patch
type in use.

o plain patch: a specific nedia type for use with the PATCH net hod;
see Section 4.6.1. 1t can be used for sinple "nmerge" edit
operations. It is specified by a request Content-Type of
"application/yang-data+xm " or "application/yang-data+json".

0 query paraneter: a paraneter (and its value, if any), encoded
within the query conmponent of the request URI.

0 resource type: one of the RESTCONF resource classes defined in
this docunent. One of "api", "datastore", "data", "operation",
"schema", or "event streant.

0 RESTCONF capability: an optional RESTCONF protocol feature that is
advertised by a particular server if the feature is supported on
that server. The feature is identified by an | ANA-regi stered
NETCONF Capability URI and advertised with an entry in the
"capability" leaf-list defined in Section 9. 3.

0 RESTCONF client: a client that inplenments the RESTCONF protocol.

0 RESTCONF server: a server that inplenments the RESTCONF protocol.

0o retrieval request: a request using the GET or HEAD net hods.

0 schema resource: a resource that is used by the client to retrieve
a YANG schema with the GET nethod. It has a representation with
the nmedia type "application/yang".

0 server: a RESTCONF server.

o "streant list: the set of data resource instances that describe
the event streamresources available fromthe server. This
information is defined in the "ietf-restconf-nonitoring” nodule as
the "stream list. It can be retrieved using the target resource
"{+restconf}/datal/ietf-restconf-nonitoring:restconf-state/streans/
streanf. The "streani list contains information about each
stream such as the URL to retrieve the event stream data.

0 streamresource: an event streamresource.

Bi erman, et al. St andards Track [ Page 9]



RFC 8040 RESTCONF January 2017

0 target resource: the resource that is associated with a particul ar
message, identified by the "path" conponent of the request URI.

0 Yyang-data extension: a YANG external statement that conforns to
the "yang-data" extension statenent, found in Section 8. The
yang-data extension is used to define YANG data structures that
are neant to be used as YANG data tenplates. These data
structures are not intended to be inplenented as part of a
configuration datastore or as an operational state within the
server, so normal YANG data definition statements cannot be used

0 YANG data tenplate: a schenma for nodeling protocol nessage
conponents as conceptual data structures using YANG This allows
t he messages to be defined in an encodi ng-i ndependent nanner.
Each YANG data tenplate is defined with the "yang-data" extension
found in Section 8. Representations of instances conforning to a
particul ar YANG data tenplate can be defined for YANG The XM
representation is defined in YANG version 1.1 [ RFC7950] and
supported with the "application/yang-data+xm" nedia type. The
JSON representation is defined in "JSON Encodi ng of Data Mdel ed
wi th YANG' [RFC7951] and supported with the
"appl i cati on/ yang-dat a+j son" medi a type.

1.1.6. UR Tenplate and Exanpl es

Thr oughout this docunent, the URI tenplate [ RFC6570] syntax
"{+restconf}" is used to refer to the RESTCONF root resource outside
of an exanple. See Section 3.1 for details.

For sinmplicity, all of the exanples in this docunent use "/restconf"
as the discovered RESTCONF APl root path. Many of the exanples

t hroughout the docunent are based on the "exanpl e-j ukebox" YANG
nodul e defined in Appendix A 1.

Many protocol header |ines and nessage-body text w thin exanples

t hroughout the docunent are split into multiple Iines for display
purposes only. Wen a line ends with a backslash ("\") as the |ast
character, the line is wapped for display purposes. It is to be
considered to be joined to the next Iine by deleting the backsl ash
the following Iine break, and the |eadi ng whitespace of the

next |ine.
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1

1

1

2.

7. Tree Diagrans

A sinmplified graphical representation of the data nodel is used in
this docunent. The neanings of the synmbols in these diagrans are as
fol | ows:

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node nanmes: "rw' neans configuration
data (read-wite), "ro" nmeans state data (read-only), and "x"
means operation resource (executable).

o Synbols after data node nanes: "?" neans an optional node, "!"

means a presence container, and "*" denotes a list and leaf-1Iist.

o Parent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Elipsis ("...") stands for contents of subtrees that are not
shown.

Subset of NETCONF Functionality

RESTCONF does not need to mirror the full functionality of the
NETCONF protocol, but it does need to be conpatible with NETCONF.
RESTCONF achi eves this by inplenenting a subset of the interaction
capabilities provided by the NETCONF protocol -- for instance, by
elimnating datastores and explicit | ocking.

RESTCONF uses HTTP net hods to inplenent the equival ent of NETCONF
operations, enabling basic CRUD operations on a hierarchy of
conceptual resources

The HTTP POST, PUT, PATCH, and DELETE net hods are used to edit data
resources represented by YANG data nodels. These basic edit
operations allow the running configuration to be altered by a
RESTCONF client.

RESTCONF is not intended to replace NETCONF, but rather to provide an
HTTP interface that foll ows Representational State Transfer (REST)
principles [REST-Di ssertation] and is conpatible with the NETCONF

dat ast or e nodel

Bi erman, et al. St andards Track [ Page 11]
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1.3. Data-Mdel-Driven API

RESTCONF comnbi nes the sinplicity of HTTP with the predictability and
aut omati on potential of a schema-driven API. Know ng the YANG
nmodul es used by the server, a client can derive all managenent
resource URLs and the proper structure of all RESTCONF requests and
responses. This strategy obviates the need for responses provided by
the server to contain Hypernedia as the Engine of Application State
(HATEOAS) links, originally described in Roy Fielding s doctora

di ssertation [REST-Di ssertation], because the client can deterni ne
the links it needs fromthe YANG nodul es.

RESTCONF utilizes the YANG library [RFC7895] to allow a client to
di scover the YANG nodul e confornmance information for the server, in
case the client wants to use it.

The server can optionally support the retrieval of the YANG nodul es
it uses, as identified inits YANG library. See Section 3.7 for
details.

The URIs for data-nodel -specific RPC operations and datastore content
are predictable, based on the YANG nodul e definitions.

The RESTCONF protocol operates on a conceptual datastore defined with
the YANG data nodeling | anguage. The server |ists each YANG nodul e
it supports using the "ietf-yang-library" YANG nodul e defined in

[ RFC7895]. The server MJST inplenent the "ietf-yang-1library" nodul e,
whi ch MUST identify all of the YANG nodul es used by the server, in
the "nodul es-state/ nodule” list. The conceptual datastore contents,
dat a- nodel - speci fic RPC operations, and event notifications are
identified by this set of YANG nodul es.

The classification of data as configuration data or non-configuration
data is derived fromthe YANG "config" statenment. Behavior related
to the ordering of data is derived fromthe YANG "ordered-by"
statenent. Non-configuration data is also called "state data"

The RESTCONF datastore editing nodel is sinple and direct, sinlar to
t he behavior of the :witable-running capability in NETCONF. Each
RESTCONF edit of a data resource within the datastore resource is
activated upon successful conpletion of the edit.
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1.4. Coexistence with NETCONF

RESTCONF can be inplenented on a device that supports the NETCONF
pr ot ocol

The following figure shows the system conponents if a RESTCONF server
is co-located with a NETCONF server

Fommmmme oo + o e e mee oo +
| Vb app | <------ > | _ |
R + RESTCONF | network device
| |
e + | e +
| NETCONF | <------- > | | datastore |
| dient | NETCONF | | |
TS + | TS +
S +

The following figure shows the system conponents if a RESTCONF server
is inplemented in a device that does not have a NETCONF server

There are interactions between the NETCONF protocol and RESTCONF

protocol related to edit operations. It is possible that |ocks are
in use on a RESTCONF server, even though RESTCONF cannot nani pul ate
I ocks. In such a case, the RESTCONF protocol will not be granted

wite access to data resources within a datastore.

If the NETCONF server supports :witable-running, all edits to
configuration nodes in {+restconf}/data are performed in the running
configuration datastore. The URI tenplate "{+restconf}" is defined
in Section 1.1.6.

O herwise, if the device supports :candidate, all edits to
configuration nodes in {+restconf}/data are perfornmed in the

candi date configuration datastore. The candi date MJST be
automatically committed to running inmmedi ately after each successful
edit. Any edits fromother sources that are in the candi date

datastore will also be committed. |If a confirned commit procedure is
in progress by any NETCONF client, then any new commit will act as
the confirmng commit. |If the NETCONF server is expecting a
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"persist-id" paraneter to conplete the confirmed comrt procedure,
then the RESTCONF edit operation MJST fail with a "409 Conflict"
status-line. The error-tag "in-use" is used in this case.

If the NETCONF server supports :startup, the RESTCONF server MJST
autonmatically update the non-volatile startup configuration
datastore, after the "running" datastore has been altered as a
consequence of a RESTCONF edit operation

If a datastore that would be nodified by a RESTCONF operation has an
active lock froma NETCONF client, the RESTCONF edit operation MJST
fail with a "409 Conflict" status-line. The error-tag value "in-use"
is returned in this case.

1.5. RESTCONF Extensibility
There are two extensibility mechanisns built into RESTCONF
0 protocol version
0 optional capabilities
Thi s docunment defines version 1 of the RESTCONF protocol. If a
future version of this protocol is defined, then that docunent will
specify how the new version of RESTCONF is identified. It is
expected that a different RESTCONF root resource will be used, which
will be located using a different link relation (see Section 3.1).

The server will advertise all protocol versions that it supports in
its host-neta data.

In this exanple, the server supports both RESTCONF version 1 and a
fictitious version 2.

The client m ght send the foll ow ng:
GET /.well-known/ host-neta HTTP/ 1.1

Host: exanpl e. com
Accept: appli cation/ xrd+xm
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2.

2.

The server nmight respond as foll ows:

HTTP/ 1.1 200 K
Cont ent - Type: appli cati on/ xrd+xmn
Content -Lengt h: nnn

<XRD xm ns="http://docs. oasi s-open. org/ns/ xri/xrd-1.0" >
<Link rel="restconf’ href="/restconf’'/>
<Link rel="restconf2’' href="/restconf2'/>

</ XRD>

RESTCONF al so supports a server-defined Iist of optiona
capabilities, which are listed by a server using the
"ietf-restconf-nonitoring" nodule defined in Section 9.3. This
docunent defines several query paraneters in Section 4.8. Each
optional paraneter has a corresponding capability URI, defined in
Section 9.1.1, that is advertised by the server if supported.

The "capability" leaf-list can identify any sort of server extension
Currently, this extension nmechanismis used to identify optiona
query parameters that are supported, but it is not limted to that
pur pose. For exanple, the "defaults" URl defined in Section 9.1.2
specifies a mandatory URI identifying server default-handling

behavi or.

A new sub-resource type could be identified with a capability if it
is optional to inplenment. Mandatory protocol features and new
resource types require a new revision of the RESTCONF pr ot ocol

Transport Protoco
1. Integrity and Confidentiality

HTTP [ RFC7230] is an application-layer protocol that may be | ayered
on any reliable transport-layer protocol. RESTCONF is defined on top
of HTTP, but due to the sensitive nature of the information conveyed,
RESTCONF requires that the transport-layer protocol provide both data
integrity and confidentiality. A RESTCONF server MJST support the
Transport Layer Security (TLS) protocol [RFC5246] and SHOULD adhere
to [ RFC7525]. The RESTCONF protocol MJST NOT be used over HITP

wi t hout using the TLS protocol

RESTCONF does not require a specific version of HTTP. However, it is
RECOMVENDED t hat at |east HITP/ 1.1 [RFC7230] be supported by al
i mpl erent ati ons.
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2.2. HTITPS with X 509v3 Certificates

G ven the nearly ubiquitous support for HTTP over TLS [ RFC7230],
RESTCONF i npl ement ati ons MJUST support the "https" URI schenme, which
has the | ANA-assigned default port 443.

RESTCONF servers MJST present an X 509v3-based certificate when
establishing a TLS connection with a RESTCONF client. The use of
X.509v3-based certificates is consistent with NETCONF over TLS

[ RFC7589] .

2.3. Certificate Validation

The RESTCONF client MJST either (1) use X 509 certificate path
validation [RFC5280] to verify the integrity of the RESTCONF server’s
TLS certificate or (2) match the server’s TLS certificate with a
certificate obtained by a trusted nmechanism (e.g., a pinned
certificate). |If X. 509 certificate path validation fails and the
presented X. 509 certificate does not nmatch a certificate obtained by
a trusted nechanism the connection MUST be termi nated, as described
in Section 7.2.1 of [RFC5246].

2.4. Authenticated Server ldentity

The RESTCONF client MJST check the identity of the server according
to Section 3.1 of [RFC2818].

2.5. Authenticated Client Identity

The RESTCONF server MJST aut henticate client access to any protected
resource. |If the RESTCONF client is not authenticated, the server
SHOULD send an HTTP response with a "401 Unaut hori zed" status-1ine,
as defined in Section 3.1 of [RFC7235]. The error-tag val ue
"access-denied" is used in this case.

To authenticate a client, a RESTCONF server SHOULD require

aut henti cation based on TLS client certificates (Section 7.4.6 of

[ RFC5246]). If certificate-based authentication is not feasible
(e.g., because one cannot build the required PKI for clients), then
HTTP aut hentication MAY be used. In the latter case, one of the HITP
aut henti cation schenes defined in the "Hypertext Transfer Protoco
(HTTP) Aut hentication Schene Registry" (Section 5.1 in [RFC7235])
MJUST be used.

A server MAY al so support the conbination of both client certificates

and an HTTP client authentication schene, with the deternination of
how to process this conmbination left as an inplenentation decision
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The RESTCONF client identity derived fromthe authentication

nmechani smused is hereafter known as the "RESTCONF usernane" and
subject to the NETCONF Access Control Mdel (NACM [RFC6536]. Wen a
client certificate is presented, the RESTCONF username MJIST be
derived using the algorithmdefined in Section 7 of [RFC7/589]. For
all other cases, when HTTP authentication is used, the RESTCONF

user nane MJUST be provided by the HTTP aut henticati on schene used.

3. Resour ces

The RESTCONF protocol operates on a hierarchy of resources, starting
with the top-level APl resource itself (Section 3.1). Each resource
represents a nanageabl e conponent within the device

A resource can be considered as a collection of data and the set of

al | oned net hods on that data. It can contain nested child resources.
The child resource types and the nmethods all owed on them are specific
to the data nodel

A resource has a representation associated with a nedia type
identifier, as represented by the "Content-Type" header field in the
HTTP response nmessage. A resource has one or nore representations,
each associated with a different nedia type. Wen a representation
of a resource is sent in an HITP nessage, the associ ated nedia type
is given in the "Content-Type" header. A resource can contain zero
or nore nested resources. A resource can be created and del eted

i ndependently of its parent resource, as long as the parent resource
exi sts.

The RESTCONF resources are accessed via a set of URIs defined in this
docunent. The set of YANG nodul es supported by the server will
determi ne the data-nodel -specific RPC operations, top-level data
nodes, and event notification nessages supported by the server

The RESTCONF protocol does not include a data resource discovery
mechani sm Instead, the definitions within the YANG nodul es
advertised by the server are used to construct an RPC operation or
data resource identifier.
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3.1. Root Resource Discovery

In line with the best practices defined by [ RFC7320], RESTCONF
enabl es depl oynents to specify where the RESTCONF APl is | ocated.
When first connecting to a RESTCONF server, a RESTCONF client MJST
deternmne the root of the RESTCONF API. There MJST be exactly one
"restconf" link relation returned by the device.

The client discovers this by getting the "/.well-known/ host-neta"
resource ([ RFC6415]) and using the <Link> el ement containing the
"restconf" attribute:

Exanpl e returning /restconf:
The client night send the follow ng:

CET /.wel |l -known/ host-neta HITP/ 1.1

Host: exanpl e. com

Accept: application/ xrd+xmn
The server night respond as foll ows:

HTTP/ 1.1 200 K

Cont ent - Type: appli cation/ xrd+xmn

Content-Lengt h: nnn

<XRD xm ns=" http://docs. oasi s-open. org/ns/ xri/xrd-1.0" >

<Link rel="restconf’ href="/restconf’'/>

</ XRD>
After discovering the RESTCONF APl root, the client MJST use this
value as the initial part of the path in the request URI, in any
subsequent request for a RESTCONF resource.

In this exanple, the client would use the path "/restconf" as the
RESTCONF r oot resource

Exanpl e returning /top/restconf:
The client might send the foll ow ng:
GET /.well-known/ host-neta HTTP/ 1.1

Host: exanpl e. com
Accept: appli cation/ xrd+xm
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The server nmight respond as foll ows:

HTTP/ 1.1 200 K
Cont ent - Type: appli cati on/ xrd+xmn
Content -Lengt h: nnn

<XRD xm ns="http://docs. oasi s-open. org/ns/ xri/xrd-1.0" >
<Link rel="restconf’ href="/top/restconf’/>
</ XRD>

In this exanple, the client would use the path "/top/restconf"” as the
RESTCONF r oot resource

The client can now determ ne the operation resources supported by the
server. In this exanple, a custom "play" operation is supported:

The client mght send the foll ow ng:

CET /top/restconf/operations HTTP/ 1.1
Host: exanpl e.com
Accept: application/yang-data+json

The server mght respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMVI

Server: exanpl e-server

Cache- Control : no-cache

Last - Mbdi fi ed: Thu, 26 Jan 2017 16: 00: 14 GMI

Cont ent - Type: appli cation/yang-dat a+json
{ "operations" : { "exanple-jukebox:play" : [null] } }

If the Extensible Resource Descriptor (XRD) contains nore than one
link relation, then only the relation naned "restconf” is relevant to

this specification.

Not e that any given endpoint (host:port) can only support one
RESTCONF server, due to the root resource discovery nechanism This
limts the nunber of RESTCONF servers that can run concurrently on a
host, since each server nust use a different port.
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3.2. RESTCONF Media Types

The RESTCONF protocol defines two application-specific media types to
identify representations of data that conforns to the scherma for a
particul ar YANG construct.

Thi s docunent defines nedia types for XML and JSON serialization

of YANG data. O her docunents MAY define other nedia types for
different serializations of YANG data. The

"appl i cation/yang-data+xm " nmedia type is defined in Section 11.3.1.
The "application/yang-data+json” nmedia type is defined in

Section 11. 3. 2.

3.3. APl Resource
The APl resource contains the RESTCONF root resource for the RESTCONF
dat astore and operation resources. It is the top-level resource
| ocated at {+restconf} and has the nedia type
"application/yang-data+xm " or "application/yang-data+json".

YANG tree diagramfor an APl resource:

+---- {+restconf}
+---- data
| ...
+---- operations?
| ...
+--ro yang-library-version string

The "yang-api" YANG data tenplate is defined using the "yang-data"
extension in the "ietf-restconf" nmodule, found in Section 8. It
specifies the structure and syntax of the conceptual child resources
within the APl resource

The APl resource can be retrieved with the GET net hod.

The {+restconf} root resource nane used in responses representing the
root of the "ietf-restconf" nodule MIST identify the "ietf-restconf"
YANG nodul e. For exanple, a request to GET the root resource
"/restconf" in JSON format will return a representation of the API
resource nanmed "ietf-restconf:restconf”.
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This resource has the following child resources

Fmm e e e a oo o m e e e e e e e e e oo +
| Child Resource | Description |
o e e e o e e e e e e e e e e e e e e +
| data | Contains all data resources

| operations | Data-nodel -specific operations

| yang-library-version | "ietf-yang-library" nodul e date

Fmm e e e a oo o m e e e e e e e e e oo +

RESTCONF APl Resource
3.3.1. {+restconf}/data

This mandatory resource represents the conbi ned configuration and
state data resources that can be accessed by a client. It cannot be
created or deleted by the client. The datastore resource type is
defined in Section 3.4.

Exanpl e:

Thi s exanpl e request by the client would retrieve only the
non- confi guration data nodes that exist within the "library”
resource, using the "content" query paraneter (see Section 4.8.1).

CET /restconf/dat a/ exanpl e-j ukebox: j ukebox/ i brar y\
?cont ent =nonconfig HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-dat a+xmi

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cache-Control: no-cache

Cont ent - Type: appli cati on/yang-dat a+xmni

<library xm ns="https://exanpl e.conl ns/exanpl e-j ukebox" >
<artist-count>42</artist-count>
<al bum count >59</ al bum count >
<song- count >374</ song- count >

</library>
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3.3.2. {+restconf}/operations

This optional resource is a container that provides access to the
dat a- nodel - speci fic RPC operations supported by the server. The
server MAY onmit this resource if no data-nodel -specific RPC
operations are advertised.

Any dat a- nodel -speci fic RPC operations defined in the YANG nodul es
advertised by the server MIUST be available as child nodes of this
resource.

The access point for each RPC operation is represented as an enpty
leaf. |If an operation resource is retrieved, the enpty |eaf
representation is returned by the server

Qperation resources are defined in Section 3.6.
3.3.3. {+restconf}/yang-library-version

This mandatory leaf identifies the revision date of the
"ietf-yang-library" YANG nodule that is inplemented by this server

In the exanple that follows, the revision date for the nodul e version
found in [RFC7895] is used.

Exanpl e:

CET /restconf/yang-library-version HITP/ 1.1
Host: exanpl e. com
Accept: application/yang-dat a+xmi

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cache-Control: no-cache

Cont ent - Type: appli cati on/yang-dat a+xmni

<yang-li brary-version
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-restconf">\
2016- 06- 21\

</yang-library-version>
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3. 4. Dat ast ore Resource

The "{+restconf}/data" subtree represents the datastore resource,
which is a collection of configuration data and state data nodes.

This resource type is an abstraction of the system s underlying
datastore inplenmentation. The client uses it to edit and retrieve
data resources, as the conceptual root of all configuration and state
data that is present on the device

Configuration edit transacti on managenent and configuration

persi stence are handl ed by the server and not controlled by the
client. A datastore resource can be witten directly with the POST
and PATCH nethods. Each RESTCONF edit of a datastore resource is
saved to non-volatile storage by the server if the server supports
non-vol atil e storage of configuration data, as described in

Section 1.4.

If the datastore resource represented by the "{+restconf}/data"
subtree is retrieved, then the datastore and its contents are
returned by the server. The datastore is represented by a node naned
"data" in the "ietf-restconf" nodul e nanespace.

3.4.1. Edit Collision Prevention

Two edit collision detection and prevention nmechani sns are provi ded
in RESTCONF for the datastore resource: a tinestanp and an
entity-tag. Any change to configuration data resources updates the
timestanp and entity-tag of the datastore resource. In addition, the
RESTCONF server MJUST return an error if the datastore is |ocked by an
external source (e.g., NETCONF server).

3.4.1.1. Tinestanp

The | ast change tinme is nmaintained, and the "Last-Mdified" header
field (Section 2.2 of [RFC7232]) is returned in the response for a
retrieval request. The "If-Unnodified-Since" header field

(Section 3.4 of [RFC7232]) can be used in edit operation requests to
cause the server to reject the request if the resource has been
nmodi fi ed since the specified tinestanp.

The server SHOULD maintain a last-nodified tinestanp for the

dat astore resource, defined in Section 3.4. This tinestanp is only
af fected by configuration child data resources and MJUST NOT be
updated for changes to non-configuration child data resources.
Last-nodified ti mestanps for data resources are discussed in
Section 3.5.
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I f the RESTCONF server is co-located with a NETCONF server, then the
| ast-nodified timestanp MJST be for the "running" datastore. Note
that it is possible that other protocols can cause the |ast-nodified
timestanp to be updated. Such mechanisns are out of scope for this
docunent .

3.4.1.2. Entity-Tag

The server MUST naintain a uni que opaque entity-tag for the datastore
resource and MJST return it in the "ETag" (Section 2.3 of [RFC7232])
header in the response for a retrieval request. The client MAY use
an "If-Match" header in edit operation requests to cause the server
to reject the request if the resource entity-tag does not natch the
speci fied val ue.

The server MUST maintain an entity-tag for the top-Ieve
{+restconf}/data resource. This entity-tag is only affected by
configuration data resources and MJUST NOT be updated for changes to
non-configuration data. Entity-tags for data resources are di scussed
in Section 3.5. Note that each representation (e.g., XM. vs. JSON)
requires a different entity-tag.

If the RESTCONF server is co-located with a NETCONF server, then this
entity-tag MJST be for the "running" datastore. Note that it is
possi bl e that other protocols can cause the entity-tag to be updated.
Such mechani sns are out of scope for this docunent.

3.4.1.3. Update Procedure

Changes to configuration data resources affect the tinestanp and
entity-tag for that resource, any ancestor data resources, and the
dat astore resource

For exanple, an edit to disable an interface night be done by setting
the leaf "/interfaces/interface/enabled" to "false". The "enabl ed"
data node and its ancestors (one "interface" list instance, and the
"interfaces" container) are considered to be changed. The datastore
is considered to be changed when any top-I|evel configuration data
node is changed (e.g., "interfaces").

3.5. Dat a Resource

A data resource represents a YANG data node that is a descendant node
of a datastore resource. Each YANG defined data node can be uniquely
targeted by the request-line of an HITP nethod. Containers, |eafs,
leaf-list entries, list entries, anydata nodes, and anyxm nodes are
data resources
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3.

5.

The representation naintained for each data resource is the

YANG- defi ned subtree for that node. HTTP nethods on a data resource
af fect both the targeted data node and all of its descendants,

i f any.

A data resource can be retrieved with the GET nethod. Data resources
are accessed via the "{+restconf}/data" URI. This subtree is used to
retrieve and edit data resources.

1. Tinmestanp

For configuration data resources, the server MAY nmaintain a
last-nodified tinmestanp for the resource and return the
"Last - Modi fied" header field when it is retrieved with the GET or
HEAD net hods.

The "Last-Modified" header field can be used by a RESTCONF client in
subsequent requests, within the "If-Modified-Since" and
"I f-Unnodified-Since" header fields.

I f maintai ned, the resource tinmestanp MJST be set to the current tinme
whenever the resource or any configuration resource within the
resource is altered. |If not maintained, then the resource tinmestanp
for the datastore MUST be used instead. |f the RESTCONF server is
co-located with a NETCONF server, then the |ast-nodified tinestanp
for a configuration data resource MJST represent the instance within
the "runni ng" datastore.

This timestanmp is only affected by configuration data resources and
MUST NOT be updated for changes to non-configuration data.

3.5.2. Entity-Tag

For configuration data resources, the server SHOULD maintain a
resource entity-tag for each resource and return the "ETag" header
field when it is retrieved as the target resource with the GET or
HEAD net hods. |f naintained, the resource entity-tag MJST be updated
whenever the resource or any configuration resource within the
resource is altered. |If not maintained, then the resource entity-tag
for the datastore MJST be used instead.

The "ETag" header field can be used by a RESTCONF client in
subsequent requests, within the "If-Match" and "If-None-Match" header
fields.
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This entity-tag is only affected by configuration data resources and
MUST NOT be updated for changes to non-configuration data. |If the
RESTCONF server is co-located with a NETCONF server, then the
entity-tag for a configuration data resource MIST represent the
instance within the "runni ng" datastore.

3.5.3. Encoding Data Resource ldentifiers in the Request UR

In YANG data nodes can be identified with an absolute XPath
expression, defined in [XPath], starting fromthe docunent root to
the target resource. In RESTCONF, URI-encoded path expressions are
used i nst ead.

A predictable location for a data resource is inportant, since
applications will code to the YANG data nodel nodul e, which uses
static nam ng and defines an absolute path location for all data
nodes.

A RESTCONF data resource identifier is encoded fromleft to right,
starting with the top-level data node, according to the "api-path"
rule in Section 3.5.3.1. The node nanme of each ancestor of the
target resource node is encoded in order, ending with the node nane
for the target resource. |If a node in the path is defined in a
nodul e other than its parent node or its parent is the datastore,
then the nodul e nane foll owed by a colon character (":") MJST be
prepended to the node nanme in the resource identifier. See

Section 3.5.3.1 for details.

If a data node in the path expression is a YANG |l eaf-1ist node, then
the leaf-list value MJUST be encoded according to the foll owi ng rules:

o The identifier for the leaf-Iist MUST be encoded using one path
segrment [ RFC3986] .

0o The path segnment is constructed by having the leaf-Iist nane,
followed by an "=" character, followed by the leaf-list val ue
(e.g., /restconf/data/top-Ileaflist=fred)

0 The leaf-list value is specified as a string, using the canonica
representation for the YANG data type. Any reserved characters
MUST be percent-encoded, according to Sections 2.1 and 2.5 of
[ RFC3986] .
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0 YANG 1.1 allows duplicate leaf-list values for non-configuration
data. In this case, there is no nechanismto specify the exact
mat chi ng |l eaf-1ist instance.

o The conmma (",") character is percent-encoded [ RFC3986], even
though nultiple key values are not possible for a leaf-list. This
is nore consistent and avoi ds special processing rules.

If a data node in the path expression is a YANG |ist node, then the
key values for the list (if any) MJST be encoded according to the
foll owi ng rul es:

o The key leaf values for a data resource representing a YANG |i st
MUST be encoded using one path segnent [ RFC3986].

o If there is only one key | eaf value, the path segnent is
constructed by having the list nanme, followed by an "=" character
foll owed by the single key |eaf val ue.

o |If there are multiple key |eaf values, the path segnent is
constructed by having the list nane, followed by the value of each
leaf identified in the "key" statenent, encoded in the order
specified in the YANG "key" statenent. Each key |eaf val ue except
the last one is followed by a conma character

o0 The key value is specified as a string, using the canonica
representation for the YANG data type. Any reserved characters
MUST be percent-encoded, according to Sections 2.1 and 2.5 of
[ RFC3986]. The comma (",") character MJST be percent-encoded if
it is present in the key val ue.

o Al of the conponents in the "key" statement MJST be encoded.
Partial instance identifiers are not supported.

0 Mssing key values are not allowed, so two consecutive commas are
interpreted as a conma, followed by a zero-length string, followed
by a comma. For exanple, "listl=foo,,baz" would be interpreted as
alist naned "listl" with three key val ues, and the second key
value is a zero-length string.

0 Note that non-configuration lists are not required to define keys.
In this case, a single list instance cannot be accessed.

o The "list-instance" Augnented Backus-Naur Form (ABNF) [ RFC5234]

rule defined in Section 3.5.3.1 represents the syntax of a list
i nstance identifier.
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Exanpl es:

container top {
list listl {
key "keyl key2 key3"

list list2 {
key "key4 key5"

| eaf X { type string; }
}

}
leaf-list Y {
type uint32;

}

For the above YANG definition, the container "top" is defined in the
"exanpl e-top" YANG nodul e, and a target resource URI for |eaf "X
woul d be encoded as foll ows:

/ rest conf/ dat a/ exanpl e-top: top/listl=keyl, key2, key3/\
I i st2=key4, key5/ X

For the above YANG definition, a target resource URI for
leaf-list "Y' would be encoded as foll ows:

/ rest conf/ dat a/ exanpl e-t op: t op/ Y=i nst ance- val ue

The foll owi ng exanpl e shows how reserved characters are
percent-encoded within a key value. The value of "keyl" contains

a conmm, single-quote, doubl e-quote, colon, doubl e-quote, space

and forward slash (,’":" /). Note that double-quote is not a
reserved character and does not need to be percent-encoded. The
val ue of "key2" is the enpty string, and the value of "key3" is the
string "foo".

Exanpl e URL:
/ rest conf/ dat a/ exanpl e-top:top/list1=0R2CR7" ¥BA" ¥R0RF, , f 00
3.5.3.1. ABNF for Data Resource ldentifiers
The "api-path" ABNF [ RFC5234] syntax is used to construct RESTCONF
path identifiers. Note that this syntax is used for all resources,
and the APl path starts with the RESTCONF root resource. Data

resources are required to be identified under the "{+restconf}/data"
subtree.
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An identifier is not allowed to start with the case-insensitive
string "XM.", according to YANG identifier rules. The syntax for
"api-identifier" and "key-val ue" MJST conformto the JSON identifier
encoding rules in Section 4 of [RFC7951]: The RESTCONF root resource
path is required. Additional sub-resource identifiers are optional
The characters in a key value string are constrained, and sone
characters need to be percent-encoded, as described in Section 3.5.3.

api -path = root *("/" (api-identifier / list-instance))

root = string ;; replacenent string for {+restconf}

api -identifier = [nodul e-nane ":"] identifier

nodul e-nanme = identifier

list-instance = api-identifier "=" key-value *("," key-val ue)
key-value = string ;; constrained chars are percent-encoded

string = <an unquoted string>

identifier = (ALPHA / " ")
*(ALPHA / DIG@T / " " [ "-" [ ".")

3.5.4. Default Handling

RESTCONF requires that a server report its default-handling node (see
Section 9.1.2 for details). |If the optional "w th-defaults" query
paraneter is supported by the server, a client may use it to contro
the retrieval of default values (see Section 4.8.9 for details).

If a leaf or leaf-list is missing fromthe configuration and there is
a YANG defined default for that data resource, then the server MJST
use the YANG defined default as the configured val ue.

If the target of a GET nethod is a data node that represents a | eaf
or leaf-list that has a default value and the | eaf or leaf-list has
not been instantiated yet, the server MIST return the default val ue
or values that are in use by the server. |In this case, the server
MUST ignore its "basic-node", described in Section 4.8.9, and return
the default val ue.

If the target of a CET nmethod is a data node that represents a

container or list that has any child resources with default val ues,
for the child resources that have not been given val ues yet, the
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server MAY return the default values that are in use by the server in
accordance with its reported default-handling node and query
paraneters passed by the client.

3.6. Operation Resource

An operation resource represents an RPC operation defined with the
YANG "rpc" statement or a data-nodel -specific action defined with a
YANG "action" statenment. It is invoked using a POST nethod on the
operation resource.

An RPC operation is invoked as:
POST {+restconf}/operations/ <operation>

The <operation> field identifies the nodule name and rpc identifier
string for the desired operation

For exanple, if "nodule-A" defined a "reset" RPC operation, then
i nvoki ng the operation would be requested as foll ows:

POST /restconf/operations/nodul e-A:reset HITP/ 1.1
Server: exanpl e.com

An action is invoked as:
POST {+restconf}/datal/ <data-resource-identifier>/<action>

where <data-resource-identifier> contains the path to the data node
where the action is defined, and <action> is the nane of the action

For exanple, if "nodule-A" defined a "reset-all" action in the
contai ner "interfaces", then invoking this action would be requested
as foll ows:

POST /restconf/datal/ nodul e-A:interfaces/reset-all HITP/1.1
Server: exanpl e.com

If the RPC operation is invoked without errors and if the "rpc" or
"action" statenent has no "output" section, the response nmessage
MUST NOT include a nessage-body and MJUST send a "204 No Content”
status-Iline instead.

Al'l operation resources representing RPC operations supported by the
server MJUST be identified in the "{+restconf}/operations" subtree,
defined in Section 3.3.2. (Operation resources representing YANG
actions are not identified in this subtree, since they are invoked
using a URI within the "{+restconf}/data" subtree.
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3.6.1. Encoding Operation Resource |nput Paraneters

If the "rpc" or "action" statement has an "input" section, then

i nstances of these input paranmeters are encoded in the nodul e
nanespace where the "rpc" or "action" statenment is defined, in an XM
el ement or JSON obj ect naned "input", which is in the nodule
nanespace where the "rpc" or "action" statenent is defined.

If the "rpc" or "action" statenment has an "input" section and the
"input" object tree contains any child data nodes that are considered
mandat ory nodes, then a nessage-body MJST be sent by the client in

t he request.

If the "rpc" or "action" statenment has an "input" section and the
"input" object tree does not contain any child nodes that are
consi dered mandat ory nodes, then a nessage-body MAY be sent by the
client in the request.

If the "rpc" or "action" statenent has no "input" section, the
request message MJST NOT include a nmessage- body.

Exanpl es:

The following YANG nodule is used for the RPC operation exanples in
this section.

nmodul e exanpl e- ops {
nanespace "https://exanpl e. conf ns/ exanpl e- ops”
prefix "ops";

organi zation "Exanple, Inc."
contact "support at exanple.cont;
description "Exanple Operations Data Mdel Mdule."
revision "2016-07-07" {
description "lInitial version."
ref erence "exanpl e. com docunent 3-3373."

}
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rpc reboot {
description "Reboot operation."
i nput {
| eaf del ay {
type uint32;
units "seconds"
default O;
description
"Nurmber of seconds to wait before initiating the
reboot operation."”;
}
| eaf nessage {
type string;
description
"Log nmessage to display when reboot is started."

}

| eaf | anguage {
type string;
description "Language identifier string."
reference "RFC 5646."
}
}
}
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rpc get-reboot-info {
description
"Retrieve paraneters used in the |ast reboot operation."”
out put {
| eaf reboot-tinme {
type uint32;
description
"The 'delay’ paranmeter used in the last reboot
operation.";
}
| eaf nessage {
type string;
description
"The 'nessage’ paraneter used in the |ast reboot
operation.";
}
| eaf | anguage {
type string;
description
"The ' | anguage’ paraneter used in the last reboot
operation.";
}
}
}
}

The followi ng YANG nodul e is used for the YANG action exanples in
this section.

nodul e exanpl e-actions {
yang-version 1.1;
nanespace "https://exanpl e.conf ns/ exanpl e-acti ons"
prefix "act";
i mport ietf-yang-types { prefix yang; }

organi zation "Exanple, Inc."
contact "support at exanple.cont;
description "Exanple Actions Data Mdel Mdule."
revi sion "2016-07-07" {
description "lInitial version."
ref erence "exanpl e.com docunent 2-9973."

}
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contai ner interfaces {
description "Systeminterfaces."
list interface {

key nane;
description "One interface entry."
| eaf nane {
type string;
description "Interface nane.";
}

action reset {
description "Reset an interface."
i nput {
| eaf del ay {
type uint32;
units "seconds"
default O;
description
"Nurber o